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AHHOTALIA
Pernament noaxmouenus k 'MC AbroTHOr0 1€KapCTBEHHOTO 00ECIEYCHHUS
(manee — «PermamenT») ompeneiseT TpeOOBaHHS M YCIOBHS MOIKIIOYCHUS
opranu3anuii k cepBepHoMmy cermMeHty [MC JIbroTHoro JsexkapCcTBEHHOTO
oOecrieueHusl.
TpeboBanust Permamenta pacnpoctpansiorcss Ha APM  u  JIBC
OpraHu3alnui, MNOJKIIOYAEMbIX (MMEIOUIMX MOAKIIOUYEHUE) K CEPBEPHOMY

cermenty, ['IC AbroTHOro nEeKapcTBEHHOTO OOECHEYeHUs U LEHTPY 00paboTKu

naaHeiX KI'bBY3 «AKMUALL.



BBEJIEHUE

B cootBerctBun ¢ mnonoxenusmu PenepanbHOro 3akoHa Poccuiickoi
®eneparuu ot 21.11.2011 Ne323-P3 «O6 ocHOBax oxpaHbl 3J0POBbS TpakIaH B
Poccuiickoit  ®enepanun» B LHOJ KI'BY3 «AKMUAL» ¢yskuuonupyer
rocylapcTBEHHass MHQPOpPMAlMOHHAs CHCTeMa JBbIOTHOIO JIEKAPCTBEHHOIO
obecrieueHusl.

O KT'bY3 «AKMHUAILI» arrecToBaH Ha COOTBETCTBHE TPEOOBAHMSIM TIO
oOecreyeHno 0€30MacHOCTH UH(OPMAIUHU, HE COCTABIIIONIEH TOCYIapCTBEHHYIO
TaliHy, Ipu ee 00pabOTKe B rOCYIapCTBEHHBIX HH(OPMAIIMOHHBIX CUCTEMAX.

TpeboBanust Pernamenta ycTaHaBIMBAIOT COCTaB, COACpPXKAHUE, a TAKKe
NOPSAIOK BBIMOJMHEHUsT paboT mo moxaxmoueHnto APM u JIBC opranuzanui,
a TaKXe COCTaB IPOrPaMMHO-TEXHUYECKHX CPEACTB, B TOM YHCIE CPEACTB
3amUThl  MHQOpMAlMK, HEOOXOAMMBIX JJisi OpraHU3allMy  3al[UIIEHHOTO
B3aumoJieiicTBus APM u JIBC opranuzanuii ¢ I'MC nbroTHOro jiekapcTBEHHOTO
obecrnieueHusl.

Hactosimuit  Permament pa3pa®oTaH BO  HCIOJHEHHE  CIEAYIOLIUX
HOPMAaTHBHO-IPABOBBIX aKTOB:

®enepanbHblil 3akoH Poccuiickoit @enepanuu ot 21.11.2011 Ne323-P3
«O6 ocHOBax OXpaHbl 370pOBhs Tpaxkaan B Poccuiickoit deneparmmy;

®enepanbHblil 3aKk0H Poccuiickoit @enepaunn ot 27.07.2006 Ne 152-P3
«O nepcoHaNnbHBIX JaHHBIXY;

®enepanbHblil 3aKk0H Poccuiickoit @enepaunn ot 27.07.2006 Ne 149-D3
«O6 nrpopmanuu, THGOPMALUOHHBIX TEXHOJIOTHUSIX U O 3aIUTE HHPOPMALIUNY,;

npukaz DOCTOK Poccum ot 11.02.2013 Ne 17 «OO yrBepxkaeHUH
TpebGoBanuii o 3ammuTe HHGOPMALNUK, HE COCTABJSIONIEH TOCYJapCTBEHHYIO
TaliHy, COJIeprKaIlEeiCs B TOCYJapCTBEHHBIX MH(POPMAITMOHHBIX CHCTEMAX);

noctaHoBieHue IIpaButensctBa Poccuiickoit ®enepauun ot 01.11.2012

Ne 1119 «O06 yTtBepxkaeHun TpeOOBaHUN K 3alIUTE MEPCOHAIBHBIX JaHHBIX MpPU

ux 00paboTke B MHGOPMAITMOHHBIX CUCTEMAaX MEPCOHABHBIX TAHHBIX).



1. OCHOBHBIE ITOJIOXKEHU A
1.1 Ha3nauenue uHGOPMALIMOHHON CUCTEMBI

[MMC JlerotHoro nekapcTBeHHOro obOecreuenus (mamee — JIJIO)
byHKIIMOHUPYET B IeisaX cOopa, XpaHeHHs, OOpabOTKM U TPEACTABICHUS
uHboOpMaluK, HEOOXOIUMON 1 HMH(POPMALMOHHOW TMOAJNEPKKH JIBFOTHOTO
JEKapCTBEHHOTO  OOeCleueHrue TpakJaH, HaXOASIIMXCA Ha TEPPUTOPUU
AnTaiickoro Kpas, BKJIKOYas OpraHuM3aluio OOMEHa CBEACHUSMH O JHLAX,
BKIIIOUEHHBIX B DenepalibHbIil PETUCTp UL, UMEIOUIMX TMPaBO Ha MOJIy4YeHHE
rOCyJapCTBEHHON COLIMAJIbHOM IOMOIIM, a TAaKXE CBEICHUSMH O JHIAX,
MMEIOIIUX JIbFOThl B COOTBETCTBUU C 3aKOHOJATENLCTBOM AnTtaiickoro kpas. [IC
¢ynkmonupyet B pacnpeaenennoit JIBC, odveaunsionieit APM cnernmanuctoB
MenuuuHckux yupexjaenuii, APM cnemumanucroB AKI'YII «Anrteku Aunrtasy,
APM crnenuanucToB aNTEUHbIX OpPraHu3aluii, OCYIIECTBISIIOIIUX OTIYCK
rpakaaHaMm, JIbTOTHOTO JeKapcTBeHHoro oOecrnedeHus, APM pa3paboTumkos,
Yy4YacTBYIOIIMX B Ipoleccax ooMeHa nudopmaueil.

['MC JIJIO cocTout U3 cepBepHOM 4acTh U pabOYUX MECT MOJIb30BaTENECH,
(cTIenMamuCTOB MEAMLMHCKUX YYpPeXJACHUH, (papMaleBTUYECKUX OpraHu3aluil
Anraiickoro kpas u paspabotunkoB moxayieit ['MC JIJIO), ydactByromux B
nporeccax oomena wHbpopmarmeir. CepBepHas 4acTh (YHKIIMOHUPYET Ha 0Oaze
HOJ KIBbY3 «AKMUAILL», koTopslii pacnojoxeH 1Mo azapecy: 656031,
r. bapnayn, np. KpacHoapmerickuii, 1. 95-a.

1.2 Crpykrypa 'IC JIJIO

Crpyxkrypa I'MC JIJIO BkitoYaer:

KOMIUIEKC TPOrPaMMHBIX M TEXHHUYECKHUX CpeACcTB cbOopa, 00paboTKH,
xpa"eHus: u nepenayun nHpopmanum, comepxkameiics B ['IC JIJIO (cepBepnbiii
CErMEHT);

KOMIUIEKChl MPOTPAMMHBIX M TEXHHYECKHX CpeAcTB cOopa, o0paboTkw,
xpa"HeHus: U mnepegaun uHPopmanmu, copepxkamerics B [MC JIJIO (cerment

OpraHu3anum);



KOMILUIEKC MPOrPAMMHBIX M TEXHUYECKHX CpPEJICTB CHUCTEMbI 3alUTHI
unpopmanuu ['MC JIJIO cepBepHOro cerMeHTa;

KOMILUIEKC MPOrPAMMHBIX M TEXHUYECKHX CpPEJICTB CHUCTEMbI 3alUTHI
unpopmannu ['MC JIJIO cermenTa MEAUIIMHCKOTO YUPEKACHHUS.

1.3 VuactHuku uH)OpMAIIMOHHOTO 0OMEHa

YyacTHUKaMU HHPOPMAITMOHHOTO 0OMEHA ABIISIOTCS:

MuHucTepCcTBO ~ 3ApaBOOXpaHeHUs  AnTaickoro  Kpas  (Biagenen
UH(POPMALIMOHHON CUCTEMBI);

AKT'VII «Anteku Antas» (onepaTtop HHPOPMALMOHHON CUCTEMBI);

MeauuuHckue  opraHu3aluu U ¢dapMaleBTHUECKHEe  OpraHU3aluu
(monp30BaTeN HHOOPMALIMOHHOM CUCTEMBI);

Pa3pabotuuku moaynei ['MC.

1.4 Krnaccudpukanus ['MC

B cootBerctBumn c Ilpuxazom @enepanbHON CIyKObl MO TEXHHUYECKOMY
U 3KCopTHOMY KOHTpoJio oT 11.02.2013 Nel7 «OO6 ytBepxknenuu TpeboBanuii
0 3amure WHPOPMALMK, HE COCTABIAIOIICH TOCYIapCTBEHHYIO TalHY,
coJIepKalieics B TOCYyIapCTBeHHBIX HMH(popMammoHHbIX cuctemax» [MC JIJIO
uMeeT 2 kiacc 3amuineHHoctd (K2).

1.5 O6mee onucanre HHPOPMAITMOHHOTO OOMEHA

O6men wundopmarmern mexay O KI'YB3 «AKMHUAILl» B koropom
pacnosioxena I'MC JIJIO m APM u JIBC opraHusamnuii OCyIIECTBISETCS B
AIIEKTPOHHOM BHJI€ C HCIOJIb30BAHHEM CEPTHPHUIIMPOBAHHBIX MIN(PPOBATBHBIX
(xpunrorpaduueckux) cpeacts (cetb ViPNet Ne 2495 unu cetp VipNet Ne3868)

IO CETSIM CBSI3M OOIIETo Mob30BaHus (cetn HTepHeT).



2. TPEBOBAHUA K 3AILIMTE UHOOPMAILINN
2.1 O0uue TpeboBaHUS

Jns  opranumzauum 3anuuieHHoro B3aumogaeiicteus ¢ [OJ KI'BY3
«AKMHUAILl», B kxoTopoM pacnonoxeH cepBepHbiM cermentom [MC JIJIO,
JOJKHBI OBITH BBIMOJHEHBI OPTaHU3AIMOHHBIE U TEXHUYECKUE MEPOIPUITHS, AJIs
npuBefeHUs cucteMbl 3amuThl uHbpopmanmu APM u JIBC opranusammii B
COOTBETCTBHUE TpeboBaHMIM Mo 3amuTe nHpopmaruu B 'UC.

Jlna obecniedyenus 3ammthl nHMopManmu, cogepxkamieiicss Ha APM u JIBC
OpraHu3anui, JOJDKHBI TNPUMEHATHCA CPEICTBA  3alIUThl  MH(pOpPMAIIUH,
MPOIIEAITNE TPOIEAYPY OIEHKH COOTBETCTBUSI B (opme cepTuduxanuu
Ha COOTBETCTBHE TPEOOBAHMAM MO OE30MACHOCTH WH(GOPMAIMH TPUMEHUMbBIM
K TOCY/IapCTBEHHBIM UH()OPMAIIMOHHBIM CUCTEMaM 2 Kjlacca 3allUuIIeHHOCTH.

Jlnst mpoBenenus paboT mo 3ammre WHOOPMAMA B XOJE CO3MaHUS
u okcmuyatraumn  APM um JIBC  opraHum3aumid B COOTBETCTBUU
C 3akoHogaTenbcTBOM  Poccuiickoil ~ @epepanuu  HOpd  HEOOXOJIUMOCTH
MPUBJIEKAIOTCS] OPraHU3aIH, UMEIOIIE:

manensnio @CTOK Poccum Ha AesITEIBLHOCTh MO TEXHHUYECKOM 3alllUTE
KOH(QUIEHIIMANbHON  MH(POpMAalMK,  TO3BOJSIONUIYI0  BBIIIOJHATH  PabOTHI
o KOHTPOJIIO 3alUIIEHHOCTH KOH(UICHIINAIbHON uH(pOpMaIIH
OT HECAHKIIMOHUPOBAHHOTO JOCTYyNa U €€ MOAU(PHUKALIMU B CPECTBAX M CUCTEMAaxX
uHbOpMATU3AlMK, TPOBEACHUS ATTECTAlMOHHBIX HCIBITAHUN U aTTeCTaluu
Ha COOTBETCTBHE TpeOOBaHUSM IO 3alUTe HMH(POpPMAIUH, MPOCKTUPOBAHUS
B 3aIMIIEHHOM HCIOJHEHUHU CPEACTB M CUCTEM HH(OpMATH3aIMH, YCTAaHOBKH,
MOHTaKa, CPEJICTB 3aIIUTH HHPOPMALIUH;

muuen3uro  @Cb  Poccum Ha  JA€STENBRHOCTh 1O  PaCIpPOCTPAHEHUIO
MU PPOBATBHBIX/KPUNITOTPAPUUECKUX CPEACTB, TEXHHUUYECKOMY OOCITYKHUBAHUIO
MU PPOBaTBHBIX/KPUNTOTPAPUIECKUX CPEICTB, a TaKkKe OKa3aHWIO YCIyT

B oOnacTtu mudpoBaHust HHPOpPMAIUH.



2.2 Tpeb6oBanus k 3amute APM u JIBC opranuzanmii

B cooTBercTBMM € HOPMAaTHUBHO-NPABOBBIMU aKTaMH B cepe 3aliuThl
unpopmanuu B IO/ KI'BY3 «AKMUAL» u cepsepuom cermenre ['MIC JIJIO
OPHUHSTBHL MEpPbI MO 3aluTe WHPOPMAIMHU, B COOTBETCTBUU C TPeOOBaHUSIMHU O
3amTe  WMHGOpPMAalMM, HE  COCTaBISIONIEH  TOCYAapCTBEHHYIO  TaifHy,
coJieprKalencs B rOCy/1apCTBEHHBIX UH(GOPMAIIMOHHBIX CHCTEMaX,
yrBepxaeHHbIMU TpukazoM @OCTOK Poccunm ot 11.02.2013 Nel7 «O06
yTBepxkaeHun TpeOoBaHuii o 3ammre uWHGOpPMAMHU, HE COCTABIAIOIICH
rOCy/IapCTBEHHYIO TaliHy, COAep Kalleicsi B TOCYJapCTBEHHBIX MH(OPMAIIMOHHBIX
cUcTemMax».

B pamkax cucremsr 3amutel uHopmamuun ['MC JUIO peanusyroTes
OpraHW3allMOHHBIE W TEXHMYECKHME  Mepbl  3alUThl  HHPOpMAaLUU
Ha APM u JIBC opranuzauuu u B cepsepHoM cermente I'IC JUIO.

Jlig peanu3aluy TEXHUYECKUX MeEp 3aluThl MHGOpMALUU HEOOXOIUMO
NPUMEHEHHE CPE/ICTB 3alUThl HH()OPMAIIIH.

Jnisa 3amuThl cepBepoB oA ynpasieHueM OC cemeiictBa Windows:

C3U or HCH mns OC Windows cucteM W TEpPMHHAIBHBIX CEPBEPOB
(manpumep, Secret Net Studio, Dallas Lock 8.0-K u apyrue);

CPEICTBO JOBEPEHHOM 3arpy3ku (Hampumep, MpOorpaMMHO-annapaTHBIN

komruiekc «Cobomby, CJ13 Dallas Lock u npyrue);

cucTeMa aHTUBHPYCHOM 3amuThl (Hampumep, Kaspersky Endpoint Security,
Dr. Web Enterprise Security Suite u aqpyrue).

Jlnisa 3amuThl cepBepoB oA ynpasienueM OC cemeiictBa Linux:

C3U or HCJ] ana Linux cuctem (nanpumep, Secret Net LSP, Dallas Lock
Linux u apyrue);

CPEACTBO JOBEPEHHOM 3arpy3ku (HampuMmep, MPOrpaMMHO-aIapaTHBIN
koMmruiekc «Cobomby, C/13 Dallas Lock u npyrue);

cucTeMa aHTUBHPYCHOM 3amuThl (Hampumep, Kaspersky Endpoint Security,

Dr. Web Enterprise Security Suite u apyrue).



3ammTa cpebl BUPTyIU3aLUN:

CPEICTBO 3allUThl BUPTYaJbHBIX Cpel (B STOM Cly4ae HEOO0XOIUMO
no0aBleHUE B CTPYKTYpPY CHCTEMBI 3aIiuThl pusnueckoro APM unu cepsepa aiis
YCTAaHOBKHM CEpBEpa AaBTOPHU3aLMKU CPEACTBA 3alUThl BUPTYaJIbHBIX CpEZ,
Hanpumep, vGate R2);

CPEACTBO JIOBEPEHHOM 3arpy3KH (Ha TMIIEPBU30p) (HapuMep, MporpaMMHO-
anmapatHelil komrieke «Cobonb», CIA3 Dallas Lock u apyrue);

cUCTeMa aHTHUBUPYCHOM 3aluThl (HAa KaXIblil BHUPTyaJbHBIA CEpPBED)
(manpumep, Kaspersky Endpoint Security, Dr. Web Enterprise Security Suite
" Jpyrue);

CUCTEMa aHTUBHUPYCHOM 3AILUTHI U1l BUPTYaJbHBIX Cpel (Ha TMIEpPBU30P)
(manpumep, Kaspersky Security ans BuptyanbHbix cpen, Dr. Web Enterprise
Security Suite u gpyrue).

CpenctBo  aHanmm3a  ys3BUMoOcTed -  geiictBue  nanHoro  C3U
pacupocTpaHseTcsl Ha OpPraHU3alHi0 IOCPEACTBOM IOMCKA  YA3BUMOCTEH
(manmpumep, Cxanep-BC u npyrue).

Cucrema oOHapyXeHUs BTOp)KEHUN — ycTaHaBnuBaercs Ha ypoBHe LIO/I,
C LEJbI0 LIEHTPAIM30BaHHOTO OOHapyxenust atak Ha ['MC (mampumep, ViPNet
IDS).

3ammra KaHaJIOB CBSI3U:

Kpuntorpapuyeckuii 1UTI03 M MEXKCeTeBOM »dkpaH (Hampumep, ViPNet
Client, ViPNet Coordinator HW100, ViPNet Coordinator HW1000, ViPNet
Coordinator HW2000);

3amuTa cranpoHapHoro APM (kommbiotepa) (moxa ympaienuem OC
cemeiictBa Windows):

C3U ot HCJ nns Windows cuctem (Hampumep, Secret Net Studio, Dallas
Lock 8.0-K u apyrue);

CPEICTBO JOBEPEHHON 3arpy3ku (Hampumep, MNPOrpaMMHO-aINapaTHBIN

komruieke «Cobomby, CI13 Dallas Lock u npyrue);



cUCTeMa aHTUBHpYCHOH 3auuThl (Hanpumep, Kaspersky Endpoint Security,
Dr. Web Enterprise Security Suite u apyrue).

3ammra «ToHKOro knueHtra» c 3arpyskoi OC mo JIBC c¢ TFTP cepsepa
MEAUIIMHCKOTO YUPEKICHHUS:

anmapatHeiii  kmou  (TokeH) (anmsa  obecnedeHus  ABYX(AKTOPHOU
ayTeHTU(UKALINN ).

Bupryaneusie cepBep ¢ ucnonb3oBanuem ceptudpunmpoanoin OC (Ha 6aze
anpa Linux), c (puMEHEHNEM CUCTEMbI BUPTYaJIU3aIHH:

CPEACTBO JOBEPEHHOM 3arpy3ku (HampuMmep, MNPOrpaMMHO-aIapaTHBIN
komruiekc «Cobomby, C/13 Dallas Lock u npyrue);

CPEIICTBO AaHTUBHUPYCHOHM 3alllUThl (COBMECTHMOE C CepTU(UIHUPOBAHHOU
00).

B opranmmzamum = paspabaTbiBaeTCsi W YTBEPXKIACTCS  KOMIUIEKT
OpPTaHU3alMOHHONW PACTIOPSAUTENFHON JOKYMEHTAllMd, B YacTH oOOecrneueHus
oe3onacHocTH nepcoHanbHbIX faHHbIX U [TYC JIJIO. PykoBoguTenu opraHu3anuil
HA3HAYAIOT JIMI, OTBETCTBEHHBIX 3a BHeceHue cBeacHuid B APM u JIBC
OpraHu3anui, a TaKKe UL, OTBETCTBEHHBIX 3a OOECIeueHUEe Mep MO 3alIUTe
uHpopmanuu, oopadbarsiBaemoit B APM u JIBC opranuzanuii.

Jns Bzaumonericteuss APM u JIBC opranuzanuu ¢ cepBEpHbIM CETMEHTOM
[MC JUJIO, mnonximtouaeMoe METUITMHCKOE YYpekaeHue, (apMaieBTHIECKas
OpraHM3anys JOJDKHA MMETh JCUCTBYIOIIMM aTTeCTaT, IIOATBEPKAAXOLIUN
COOTBETCTBUE TPeOOBAaHUSAM MO OOECHEYEeHUI0 0€30MacHOCTH WH(OpMAIH, He
COCTaBIISIIOLIEH TOCYJapCTBEHHYIO TaliHy, IpU €e 00paboTKe B rOCYAapCTBEHHBIX
nH(GOPMALIMOHHBIX CUCTeMax Kiacca K2.

[Tocne peanuzanyy HEOOXOAUMBIX MEp 3AIIUTH HHPOPMALIUU MEAUIIMTHCKOE

yupexzaenue npuceuiaet 3asaBKy B AKI'YII «Antekn Antas» Ha NOAKIOYEHUE K

I'MC JUIIO.



2.3 CnenuanbHble TpeOOBaHMS

[Tomemenuss s pasmemieHuss TexHudeckux cpeacts APM u JIBC
OpraHu3aluil JOJDKHBI YAOBIETBOPATH TpeOoBanusM TY u 3/ Ha naHHbIE
CpeacTBa.

Cxema mnogkmoueHus APM u JIBC opranmzanuii k 1O/ KI'BY3
«AKMUAIL» u cepsepuomy cermenty I'MC JIJIO, a Takxe HEOOXOIUMBIE AJIsI UX
KOPPEKTHOTO (YHKIIMOHMPOBAHUS HACTPOMKHM JOJDKHBI OBITH MpPEIBAPUTEIHHO
cornacoBanbl ¢ KI'bY3 « AKMUAIL» u AKT'VYII «Anteku Antasy.

PaGoTbl O ycTaHOBKE, MOHTaXy, 3allyCKy M MEpBOHAYAIbHON HACTPOMKE
cpenctB 3amuTbl nHPopManuu U1 CK3U momxHBI BBIMOIHATHCS B COOTBETCTBUU
¢ TpeboBanusimu TY u D]l Ha TaHHBIE CPEICTBA.

Okcmnyaranus  cpeAactB  3amuThl  uH@opmanuu u  CK3U  pgomkna
OCYLIECTBIATBCA B~ COOTBETCTBUM  C OpraHU3aLMOHHO-TEXHUYECKOH,
OpraHU3alMOHHO-PACTIOPSIAUTENBLHON JOKyYMeHTanue u J/] Ha cucTteMy 3alluThl
unpopmanuu APM u JIBC opranuzanumu.

Obecnieuenne 3amuThl uHGOpMaluu B xoze 3kcruryaranmun APM u JIBC
OpraHu3anuu OCYLIECTBIISETCS eé BJIAJENIbLIEM B COOTBETCTBUU
c OpPraHU3allMOHHO-TEXHUYECKOU, OpPraHU3aLMOHHO-PACTIOPAIUTENBHON
nokymenrtanuen u OJl Ha cuctremy 3amutel uHbpopmanmumu APM u JIBC
OpraHu3aluy, HacTosiMM  PernmamMeHToM W HOPMAaTUBHO-TEXHHUYECKUMU

nokymeHtamu PO B cdepe 3amuThl nHOOpMAITIH.



